Frequently Asked Questions

DISA Storefront User Administration Functions include creating and maintaining your account and roles.

GENERAL INFORMATION

Q:

What browsers are supported by DISA Storefront?

ACCOUNT CREATION

Q: Do | need an account to access DISA Storefront?

Q: How do I create an account?

CAC LOG-IN

Q: Howdo I log in using a CAC with Internet Explorer?

Q: How can I view my certificates in Internet Explorer?

Q: Howdo I log in using a CAC with Mozilla Firefox?

Q: The Client Authentication window does not appear after clicking "*Log in with CAC." How do

| resolve this?

REQUESTING ROLES

Q:
Q:
Q:
Q:

How do I request a role?
What roles do | need?
Who approves my roles?

How long does it take for role approvals/denials?

ACCOUNT MAINTENANCE

Q0000

My certificate is expired. How do | receive a new one?

My certificate is revoked. How do | receive a new one?

What do | do if I get a new CAC due to replacing a lost or expired CAC/PKI card?
What if I leave or change positions and no longer need an account?

What if | change positions and am no longer responsible for performing requesting and/or
approval functions?

If I move from one agency to another do | need to create a new USERID and get roles again?
What is ‘Change User Info’ used for?
What is the ‘Manage Routing’ link used for? Who uses this link?

ERROR MESSAGES

Q:

Q:

I see an error page indicating that an error has occurred with my CAC log in. What does this
mean?

After placing my CAC in the reader, | get the following message: “You have three (3)
attempts to correctly enter your Personal Identification Number for your CAC.” Why am |
receiving this message?

If your question is not included in this list of FAQs, please contact DISA Customer Care Center at (618)
692-0032, DSN850.
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What browsers are supported by DISA Storefront?

Internet Explorer (IE) is the recommended browser for certificate registration and log in to DISA
Storefront. DISA Storefront also supports the browsers Google Chrome and Mozilla Firefox.
Please see the CAC LOG-IN section for more information on using DISA Storefront with Google
Chrome and Mozilla Firefox.

ACCOUNT CREATION

Do | need an account to access DISA Storefront?

You must create an account and request the appropriate role(s) for your account to have access to
DISA Storefront. If you do not have a DISA Storefront account please see ‘How do I create an
account?’ in the next section.

DISA.mil also provides information about the services that DISA provides.
How do I create an account?

1. Insert CAC into the CAC reader.

2. Open the Internet Explorer browser and navigate to the DISA Direct Home page at
https://www.disadirect.disa.mil.

3. The “Choose a digital certificate” window will appear, displaying the user’s certificate(s). Select the
certificate; click “OK”. [Note: More than one certificate may be displayed; see Section 1.3 for
instructions on viewing certificate details.

Windows Security

Select a Certificate

DOE, JOHN
Issuer: DOD EMAIL CA-34
Valid From: 5/8/2016 to 5/8/2019

DOE, JOHN
Issuer: DOD ID CA-34
‘ Valid From: 5/8/2016 to 5/8/2019

[ oK ][ Cancel ]

w 4

4. The “ActivClient Login — Enter PIN” window appears. Enter the CAC pin; and click "OK".

p
ActivClient Login

Actividentity

ActivClient

Please enter your PIN.

PIN

OK Cancel



https://www.disadirect.disa.mil/
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5. The system will display a disclaimer notice; click "OK" to continue.

Message from webpage =

You are accessing a U.S. Government (USG) Information System (IS) that
\ is provided for USG-authorized use only.

f
-
12

By using this IS (which includes any device attached to this IS), you
consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS
for purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel misconduct
(PM), law enforcement (LE), and cot i i e (CDi igati

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are
subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG authorized purpose.

-This IS includes security measures (e.g., authentication and access
controls) to protect USG interests--not for your personal benefit or
privacy.

-Notwithstanding the above, using this IS does not constitute consent
to PM, LE or Cl investigative searching or monitoring of the content of
privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, or clergy, and
their assistants. Such communications and work product are private and
confidential. See User Agreement for details.

6. The DISA Direct home page appears.

WHAT'S HOT

7. From here select “Create Account” on the left hand side or “New Account” at the bottom of the
pagel —‘ " S— Sao A

Storefront Overview
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8. Fill out all fields with an * next to them with the appropriate information. NOTE: If you selected
the Order Now button on DISA.mil, DISA Storefront or TIBI application via links or bookmarks,
you will be directed to the login page. From there, if you don’t have an account, you may also
select the “Create Account” link, which will bring you to this page.

B -

r]v]a]

9. Select “submit” at the bottom of the page once completed.

10. You will see the following message at the top of the page once your account has been successfully
created. “The save was successful. Your new user account is USERID.”

11. You may now request the desired role for your new account. For help doing this please the
‘Requesting Role(s)’ page.

CAC LOG-IN
How do I log in using a CAC with Internet Explorer?
1. Insert CAC into the CAC reader.

2. Open the Internet Explorer browser and navigate to the DISA Direct Home page at
https://www.disadirect.disa.mil.

3. The “Choose a digital certificate” window will appear, displaying the user’s certificate(s). Select
the certificate; click “OK”.

Windows Security PX3
Select a Certificate
| DOE, JOHN
Issuer: DOD ID CA-34
| Valid From: 5/8/2016 to 5/8/2019
| DOE, JOHN
Issuer: DOD EMAIL CA-34
Valid From: 5/8/2016 to 5/8/2019
[ 0K [ Cancel
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4. The “ActivClient Login — Enter PIN” window appears. Enter the CAC pin; and click "OK".

e " ™
ActivClient Login @ L)
Activldentity
ActivClient
Please enter your PIN.
PIN
OK | Cancel l
. ”

5. The system will display a disclaimer notice; click "OK" to continue.

Message from webpage =

\ You are accessing a U.S. Government (USG) Information System (IS) that

Ji is provided for USG-authorized use only.
By using this IS (which includes any device attached to thisIS), you
consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS
for purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel misconduct
(PM), law enforcement (LE), and c i i e (CDi igati

-At any time, the USG may inspect and seize data stored on this IS,

-Communications using, or data stored on, this IS are not private, are
subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG authorized purpose.

-This IS includes security measures (e.g., authentication and access
controls) to protect USG interests--not for your personal benefit or
privacy.

-Notwithstanding the above, using this IS does not constitute consent
to PM, LE or CI i igative searching or monitoring of the content of
privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, or clergy, and
their assistants. Such communications and work product are private and
confidential. See User Agreement for details.

6. The DISA Direct home page appears. If you have registered your CAC, you can access any
application you are authorized.

7. Select ‘Shop Now’ in the lower right corner of the Storefront Overview page.

WHAT'S HOT

3,2015% NEW Seppant

8. The ‘Storefront Login’ page will now appear. Select the correct USERID and then click ‘Use
PKI/CAC’ to log in.
5
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How can | view my certificates in Internet Explorer?

1. Open an Internet Explorer browser session.

2. From the top menu, navigate to Tools/Internet Options/Content; the following window will
display.

3. Click on “Certificates”.

Internet Options ? X

General | Security | Privacy | Content | connections | Programs | Advanced | I

Certificates - - '
Use certificates for encrypted connections and identification.

[ cearssistate || certificates | Publishers |

AutoComplete

‘_% AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices
= Feeds and Web Slices provide updated
Y95 content from websites that can be

read in Internet Explorer and other
programs.

@ Some settings are managed by your system administrator.

4. The “Certificates” window will appear. You should see the certificates that are associated with
your CAC.

Certificates %=

Intended purpose: [ <All> v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | * |

Issued To Issued By Expiratio...  Friendly Name
::,JDOEJOHN.V.“ DOD EMAIL CA-34 5/8/2019 DOE.JOHN...
E,;]DOE.JOHN.V... DOD ID CA-34 5/8/2019 DOE.JOHN...
E;QDOE.JOHN.V... DOD EMAIL CA-34 5/8/2019 DOE.JOHN...

Certificate intended purposes

View

Learn more about certificates
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How do | log in using a CAC with Mozilla Firefox?

NOTE: Mozilla Firefox requires additional configuration steps prior to enable your CAC authentication
prior to logging into DISA Storefront.

1. Navigate to Options/Advanced/Certificates. Then click on Security Devices.

€ ot peefer avanc 3 B8 & OO =

cCp g PmOoB

[

2. The “Device Manager” window will appear. If you do not have a tab that says ActivClient
(CAC) then proceed by clicking on Load

Device Manager (2|
Security Modules and Devices Details Value LegIn
\Va NSS Internal PKCS #11 Module \ Log Out
Generic Crypto Services
Software Security Device Change Password
2 ACtive Client (CAC)
Actividentity ActivClient 0 -
4Builtin Roots Module imikad
Builtin Object Token

. the” CS#ll ice” window appears change the module name to “ActivClient
(CAC)

Enter the information for the module you want to add.

Meodule Name:  ActivClient (CAC)l

Module filename: Browse...

OK ]‘ Cancel l
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4. Click on Browse and navigate to the following file path “C:\Program Files
(x86)\Actividentity\ActivClient\acpkes211.d11”

5. Press OK on the Load PKCS#11 Device Window and the Device Manager Window. Now you
must close Mozilla Firefox.

6. Reopen Mozilla Firefox and insert CAC into the CAC reader.

7. Open the Mozilla Firefox browser and navigate to the DISA Direct Home page at
https://www.disadirect.disa.mil.

8. The “User Identification Request” window will appear. Choose your non-email
certificate and press OK.

User Identification Request RS

This site has requested that you identify yourself with a certificate:

Organization: "U.S. GOVERNMENT"

Issued Under: "U.S. Government"

Choose a certificate to present as identification:

[Activldentity ActivClient 0:DOE.JOHN.V.1234567899's U.S. Government PIV Authentication [09:DE:6B] L4

Details of selected certificate:

Issued to: CN=DOE.JOHN.V.1234567899,0U=CONTRACTOR,OU=PKI,0U=DoD,0=U.S. Government,C=US
Serial Number: 09:DE:6B
Valid from Sunday, May 08, 2016 7:00:00 PM to Wednesday, May 08, 2019 6:59:59 PM
Certificate Key Usage: Signing

Issued by: CN=DOD ID CA-34,0U=PKI,0U=DoD,0=U.S. Government,C=US

Stored in: Actividentity ActivClient 0

[¥] Remember this decision

[ ok || concel |

9. The system will display a disclaimer notice; click "OK" to continue.

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS (which includes any device attached to this IS), you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (Cl) investigations.

-At any time, the USG may inspect and seize data stored on this IS

-Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG authorized purpose.

-This IS includes security measures (e.g., authentication and access controls) to protect USG interests—not for your personal benefit or privacy.
-Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring of the content of

privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their
i Such communicati and work product are private and confidential. See User Agreement for details.

10. The DISA Direct home page appears. If you have registered your CAC, you can access
any application you are authorized.
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The Client Authentication window does not appear after clicking ""Log in" How do I resolve this?
You may need to close the active browser window(s) and open a new one to attempt the process
again. This scenario will occur when a user has cancelled out of a portion of the registration

process. The browser will store a previous selection in its cache, which will require the user to
clear the cache before making a different selection.

REQUESTING ROLES

How do | request a role?
1. Once logged into DISA Storefront you will be directed to the ‘Manage Account’ page.

2. Select ‘REQUEST NEW ROLE(SY’

3. The ‘Request New Role(s)’ page is displayed. Select the appropriate choice of three options to
select the type of role(s) needed.

Request Authorized Official Role(s)-This is the most common option where the most roles are
located -Continue to step 4.

Registration Official (RO)- This role is limited to a few persons within the Agency— Continue to
Step 7.

Request Subscription Official (SO) role- This role is limited to a few persons within the Agency—
Continue to Step 10.
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DEFENSE INFORMATION SYSTEMS AGENCY.
ACOMBAT SUPPORT AGENCY

Search DISA.MIL “ nuu
Version 1.0.021

Retum to DISA Storefrol Manage Routing

Manage Account » Request New Role(s)

ACCOUNT INFORMATION Request Role(s)
CHANGE USER INFO » GENERAL DISA STOREFRONT ROLES
ROLE INFORMATION ~ +

If you wish to perform one or more of the following functions; s

REQUEST NEW ROLE(S)

- Create, submit Telecom Requests (TRs), and access the tracking tools (Track TR); select the
Authorized Requesting Official (ARO) role

- Be part of the routing of the TR approval process only and access the tracking tools (Track TR); select
the Authorized Approving Official (AAO) role.

- Approve PDC(s) and funding within the TR routing process and access and update TIBI, select the
Lead Authorized Funding Official (LAFO) role.

Note: This role is also responsible for approving role requests for AFOs and Authorized Billing Officials
(ABOS).

- Approve PDC(s) and funding within the TR routing process and access and update
T Inventory Billing (TIBI); select the Authorized Funding Official (AFO)
role. Be prepared to list the Program Designator Codes (PDCS) you want access to.

- View only access to TIBI, select the Authorized Billing Official (ABO) role. Be prepared to list the
Program Designator Codes (PDCs) you want access to.

- Create, edit, and delete routing offices, lists, and matrices for your Agency TR Routing Rules, select
the Routing List Official (RLO) role.

- Create, edit, and delete routing offices, lists, and matrices for your Agency TR Routing Rules, select
the Routing List Official (RLO) role
Note: This role is usually limited to a few persons within the Agency.

- Maintain the Central Address Directory (CAD) Point of Contact (POC) records for your
Agency/Organization; select the Address Directory Official (ADO) role
Note: This role is usually limited to a few persons within the Agency

- Access the tracking tools (Track TR) only; select the Authorized Tracking Official (ATO) role.

- Access and run Queries against the DISA storefront database, select the Authorized Query Official
(AQO) role

- Access TIBI to view IT Only select the IT i Reviewer (ITRR)
role.

» DISA ONLY ROLES

- Create, submit TRs, view requirements for all Agencies, access the tracking tools (Track TR), and TIBI
read only access; select the Authorized Provisioning Official (APO) role.

Note: This role is for DISA personnel that require access to all agency requirements; otherwise the ARO
role s sufficient.

- DISA/DITCO contracting personnel only. View TIBI for all agencies; select the Contracting Official
(CO) role

- DISA/Chief Financial Executive (CFE) personnel only. View and update il PDCs in TIBI; select the
Billing Team Member (BTM) role.

» HIGH LEVEL AGENCY ROLES ONLY

. oTeTtemanRiaying roles for personnel within your Agency, select Request
Registration Official (RO) role.

%3 to a few persons within the Agency

If you are [esaan

datacdering gnd managing DISN Subscriptions within your Agency, select

Request Subscription Official (SO) role.

NOTE: X persons within the Agency

About DISA Services Careers at DISA DI SA

Our Work Command & Control Search for Opportunities
Our Leaders Computing Federal Benefits .
Our Organtzation Stuciure Contracting Lisadership/Training Benefits Defouss Infosmation Systems
Our Strategic Plan Cybersecurity WorklLife Benefits

Our History Engineering Pathways Program

Agency

Issuances/Policy Enterprise Services New Employees
Network Services
News & Events Spectrum

Contact Us
Legal & Regulatory

News Testing

Inventori
Initiatives FOIA

Press Releases
Conferences/Events e St
; Acqisition of Services No Fear Act
Gonest imparies " Enter Email Address
Mok Ik Cyberworkforce Development Whistleblower
Defense Collaboration Services Security/Privacy
Joint Regional Security Stacks Privacy Impact Assessments
(JRSS) Privacy Office
Service Support Environment Data Rights
Intellectual Property

10
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4. Select the ‘Request Authorized Official Role(s)’ link. Back to Top
o
D-ISA\ Search DISAMIL n nun
Version 1.0.021
Return to DISA Storefront Manage Account Manage Roles Manage Routing

Manage Account » Request New Role(s)

ACCOUNT INFORMATION Request Role
Select one or more roles.
CHANGE USER INFO _
To select more than one role in the Listbox, hold the control key down
Address Directory Official (ADO)
Authorized Approving Official (AAO)
Authorized Billing Official (ABO)
REQUEST NEW ROLE(S) Authorized Funding Official (AFO) -

ROLE INFORMATION

Continue

To select more than one role in the Listbox, hold the control key down.

5. On the Request Roles page, select the role or roles you require to perform your functions. You
may select multiple roles by holding the CTRL button on your keyboard and clicking on the
desired roles. When clicking on a role, the description is given below. You can also view role
descriptions under ‘ROLE INFORMATION’ -> ‘View Roles Descriptions’. Once all the roles
that are desired are selected, press ‘Continue’.

6. On the ‘Get Approval’ page, select an RO Approver and click continue. The approvers are
notified of your request. It may take 24 hours for the role to be approved. Once your roles are
approved, you may log into DISA Storefront or TIBI

7. Ifyou selected ‘Request Registration Official (RO) role’ in step 3, the following ‘Request Role’
page is displayed.

pEmmsosnenny
SeaTIBISAM: [ | ¢ |»|a)
Version 1.0.021 Logout

Return to DISA Storefront Manage Account Manage Roles Manage Routing
Manage Account » Request New Role(s)
ACCOUNT INFORMATION Request Role
CHANGE USER INFO Select the box and click the 'l Accept’ button to continue with the role request or click the 'Return

to Registration Home' button.
ROLE INFORMATION

REQUEST NEW ROLE(S) | understand that | have the responsibility of approving or denying role requests submitted by
persons within my Agency. | will ensure that all role requests are approved or denied within a
timely manner.

1 Accept Return to Registration Home

8. If you accept the responsibility of the RO role check the box and click ‘I Accept’. If not, click
‘return to Registration Home’ to return to the previous page.

9. A request will be sent to the all TRAQO’s in your Agency. The TRAOs in your Agency who
approve the RO requests are notified of your request. It may take 24 hours for the role to be
approved. Once your roles are approved, you may log into DISA Storefront and perform Role
approvals for your Agency.

10. If you selected ‘Request Subscription Official (SO)’ role in step 3, the TRAOSs in your Agency
who approve the SO requests are notified of your request. It may take 24 hours for the role to be
approved. Once your roles are approved, you may log into DISA Storefront and Subscription
Orders for your Agency.

11
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The DISA Direct roles are dependent upon the user's responsibilities. For descriptions on the
roles, select the 'Registration’ hyperlink and '‘Request New Roles'. Next select the 'View Role
Descriptions'.

Who approves my roles?

Most roles are approved by a Registration Official of the same agency of the user requesting the
role(s). The user selects Registration Officials from a list of names to send the role request to.
Some roles require a TRAO or LAFO to approve, and some roles require that you complete and
submit a 2875 form before your role request may be approved.

How long does it take for role approvals/denials?
Approvals/denials of roles are dependent upon the Registration Official. If the user does not get a

reply back on the role request within 24 hours, advise the user contact the Registration Official(s)
that the role request(s) was sent to.

ACCOUNT MAINTENANCE

My certificate is expired. How do I receive a new one?

Each certificate has a validity period after which it expires. This period is set when the certificate
is written to your CAC. Contact your local Security Officer.

My certificate is revoked. How do | receive a new one?

Your card may have been reported lost, stolen, or compromised. Contact your local Security
Officer.

What do I do if | get a new CAC due to replacing a lost or expired CAC/PKI card?

The user must register their DISA Storefront account with the new CAC. From the Storefront
Overview Page, select UPDATE PKI/CAC to associate the new CAC/PKI credential with your
account(s).

About  Computing ~ Cybersecurity ~ Enterprise Services  Network Services  Mission Support  Initiatives

WHAT'S HOT

3, 2015: NEW

Storefront Overview

12
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What if I leave or change positions and no longer need an account? Back to Top

Resolve outstanding activity in DISA Storefront, and then delete their existing Account by
selecting the 'Change User Info' hyperlink on the ‘Manage Account’ page and then selecting the
'Delete USERID' on the bottom of the page. If you have an approver role and are a member of one
or more approval offices, you must contact your RLO to have them remove your account from all
approval offices before you can delete your account. Please coordinate with the RLO to ensure that
alternate or replacement approvers have accounts created and are members of the approval office(s)
before your account is deleted. If you have any DRAFT orders or Orders pending approval, you
should either reassign the orders to another requestor or delete your obsolete orders.

What if | change positions and am no longer responsible for performing requesting and/or
approval functions?

Resolve outstanding activity in DISA Storefront. If you no longer require any access to DISA
Storefront or TIBI, delete your existing Account by selecting the 'Change User Info' hyperlink on the
‘Manage Account’ page and then selecting the 'Delete USERID' on the bottom of the page. If you
still require access to TIBI or DISA Storefront for report or status information, retain your Account,
but take the following actions.

If you have an approver role and are a member of one or more approval offices, you must contact
your RLO to have them remove your account from all approval offices before. Please coordinate
with the RLO to ensure that alternate or replacement approvers have accounts created and are
members of the approval office(s).

If you have any DRAFT orders or Orders pending approval, you should either reassign the orders
to another requestor or delete your obsolete orders.

If I move from one agency to another do | need to create a new USERID and get roles again?

Yes, the user should delete their existing account by selecting the 'Change User Info' hyperlink on
the ‘Manage Account’ page and then selecting the 'Delete USERID' on the bottom of the page. The
user will be required to create a new account and request roles with the new agency's Registration
Officials.

What is ‘Change User Info’ used for?

The Change User Info application is used to modify the user's name, phone numbers, agency address
information, and e-mail addresses. In addition, the user may change their password and also delete
their USERID from this application.

What is the ‘Manage Routing’ link used for? Who uses this link?

Request Routing is an application that is accessed only by a DISA Direct User that has a role of
Routing List Official (RLO). Each agency is required to have at least one RLO. This person is
responsible for creating and maintaining the routing business rules for routing a TR. It is driven by
the Program Designator Code (PDC).

13
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I see an error page indicating that an error has occurred with my CAC log in. What does this
mean?

This is likely due to an unavailable resource on DISA Direct. If the login page does not display
your account(s) associated with our CAC/PKI, return to the Storefront Overview Page and select
“Update PKI/CAC”. This will reassociated your CAC with your accounts and often this resolves
the issue. If the problem persists, please contact the DISA Customer Care Center at (618) 692-
0032, DSN850.

After placing my CAC in the reader, | get the following message: “You have three (3) attempts to
correctly enter your Personal Identification Number for your CAC.” Why am | receiving this
message?

After the third consecutive attempt, your CAC is locked and you will not have access to your PKI
certificates. You may have your CAC unlocked at a CAC PIN Reset (CPR) workstation. DISA
Customer Care Center at (618) 692-0032, DSN850.

14



